DATA PRIVACY POLICY
1. RATIONALE

This policy aims to safeguard the personal data of all individuals interacting with the school, ensuring that
their information is collected, processed, stored, and disposed of in a manner that respects their privacy. This
policy 1s also intended to inform all affected individuals of the different personal, sensitive, or privilege
information which the school gathers or will gather about its current, past, and prospective students, parents,
employees and other stakeholders, how it 1s collected and used, and how such information will be kept
secured, and how will this information be disposed of when it is no longer necessary.

This policy shall be read in conjunction with the school’s internal policies, relevant laws and regulations,

mcluding the CCTV policy.
2. DEFINITION OF TERMS

Whenever used in this document, the following terms shall have their corresponding meanings provided
herein:

a.  Consent of Data Subject - any freely given, specific, informed indication of will, whereby the data
subject agrees to the collection and processing of his/her personal, sensitive, or privileged
mformation. Consent shall be evidenced by written, electronic or recorded means, and may be
given on behalf of a data subject by a lawful representative or an agent specifically authorized by
the data subject to do so.

b. Data Subject - refers to an individual whose personal and sensitive personal information 1s
processed. This may refer to students, parents, employees, visitors, and other individuals.

¢.  Data Sharing - disclosure or transfer to a third party of personal data under the custody of a
personal information controller or personal information processor. In case of the latter, such
disclosure or transfer must have been upon the information controller concerned.

d. Data Processing Systems - structure and procedure by which personal data is collected and
further processed in an mformation and communications system or relevant filing system,
including the purpose and intended output of the processing;

e. Educational Records - refers to records, files, documents, and other materials which (1) contain
information directly or indirectly related to a student; and (i) are mantained by
an educational agency or institution or by a person acting for such agency or institution.

f.  Personal Information - any Information whether recorded in a material or not, from which the
identity of an individual 1s apparent or can be reasonably and directly ascertained by the
individual or entity holding the information, or when put together with other information would
directly and certainly identify an individual. Personal data includes, but is not hmited to:

1. Personal information, such as name, address;

. Contact information, such as address, telephone/cellphone numbers, email addresses, and
other contact details;

. Family background, including information on parents, guardians, siblings, etc.;
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Photographic and biometric data, such as photos, fingerprints, handwriting and signature
specimens;

Video and photo recordings in the school’s CCTV system, which identifies or names the
mdividuals covered by this policy;

Student’s schoolworks, mncluding data gathered using third party online learning tools;
Medical or health records, psychological evaluation results, disciplinary records and physical
fitness information;

Student Cumulative Guidance Folder, including interviews, disciplinary records, entrance
exam results, guidance assessments, etc.;

Permanent Student Academic or Educational Records, including transcript and academic
history of the students, curricular and extra-curricular undertakings, scholastic performance,
etc.;

Employment information, such as but not limited to, Tax Identification Number (TIN),
Philhealth ID Number, GSIS Membership, disciplinary records, and pay slhip, etc.;
Applicant information, such as but not limited to, former employment history, and
afhliations;

Photographs or videos for the official documentation of school activities or events.

Sensitive Personal Information - refers to personal information:
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About individual, race, ethnic origin, marital status, age, color, and religious, philosophical
or political affiliations;

About an individual’s health, education, genetic or sexual life of a person, or to any
proceedings for any offense committed or alleged to have been committed by such person,
the disposal of such proceedings, or the sentence of any court in such proceedings;

Issued by government agencies peculiar to an individual which includes, but not limited to,
social security numbers, previous or current health records, licenses or its denials, suspension
or revocation, and tac returns; and

Specifically established by an executive order or an act of Congress to be kept classified.

Personal Information Controller (“PIC”) - relers to a person or organization who controls the
collection, holding, processing or use of personal information, including a person or organization
who instructs another person or organization to collect, hold, process, use, transfer or disclose
personal information on his or her behalf.

Personal Information Processor (“PIP”) - relers to any natural or juridical person qualified to
act as such to whom a personal information controller may outsource the processing of personal
data pertaining to a data subject.

3. Disclosure of Information

The school may disclose personal information to third parties in the following circumstances:

a.
b.
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‘With consent from the individual and/or their parent/guardian, if applicable;

To comply with legal obligations or government requests;

To respond to national emergency, to comply with the requirements of public order and safety,
or to fulfill functions of public authority which necessarily includes the processing of personal
data for the fulfillment of its mandate;

To protect the safety and well-being of individuals; and,

For

educational or research purposes, with appropriate safeguards in place.



4. Data Security

The school shall take reasonable measures to protect personal/sensitive information from unauthorized
access, disclosure, alteration, or destruction. These measures include physical, technical, and administrative
safeguards, such as encryption, access controls, orientation and stafl training.

5. Data Retention

The school retain personal/sensitive information only for as long as necessary to fulfill the purposes for
which it was collected, even after termination of the relationship with the student, termination of the
employment relationship or after graduation, unless a longer retention period is required or permitted by
law. Only authorized personnel of the school have access to personal/sensitive information, as defined in
this policy.

Retention of data footage recorded by CCTV systems of the school shall be read in consonance with the
CCTV policy. Footages of such nature shall be retained only for as long as necessary to fulfill the purposes
for which the CCTV footage was obtained. For this purpose, copies of the CCTV footage are generally
retained up to one (1) year or until overwritten automatically.

Should third parties require access to personal data, the school may require some form of data sharing
agreement with them, in compliance with the Data Privacy Act of 2012 and its implementing rules and
regulations (IRR). Further, the school is allowed by law to outsource part of its processing activities to third
parties. In such event, the school will execute a data processing agreement to ensure the confidentiality,
mtegrity and availability of personal/sensitive data as defined herein.

6. Rights of Individuals (Data Subjects)

Subject to the limitations provided under the law and the policies of MGPT, Data Subjects have the
following rights:

1. Right to Access - The Data Subject has the right to reasonable access, upon demand, the following:

&

Contents of his/her Personal Data that were processed;

b. Sources from which the Personal Data were obtained;

Names and addresses of recipients of the Personal Data;

Manner by which his/her Personal Data was processed;

Reasons for the disclosure of the Personal Data to recipients, if any;

Information on automated processes where the Personal Data will, or is likely to be made as the

sole basis for any decision that significantly affects or will affect the Data Subject;

g. Information when the Personal Data concerning the Data Subject was last accessed and modified;
and,

h. The designation, name or identity, and address of the Data Privacy Officer.
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2. Right to Rectification - The Data Subject has the right to dispute the inaccuracy or request correction
or updating of maccurate or imncomplete data. MGPT shall correct the error immediately and
accordingly, unless the request 1s vexatious or otherwise unreasonable. For this purpose, the school
may require the submission of supporting documents, such as but not limited to, valid government
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1D, birth certificate or other certifications from the appropriate government agency or court order,
to ensure that the request is based on accurate information and in accordance with law.

Right to Erasure or blocking - The Data Subject shall have the right to request the suspension,
withdraw, blocking, removal, deletion, or destruction of Personal Data from the school’s system.

Right to Restrict Processing - The Data Subject shall have the right to restrict the processing of his/her
personal data, including the processing for direct marketing, automated processing or profiling.

Right to Object - The Data Subject shall have the right and be given the opportunity to withhold
his/her consent or object to the processing of Personal Data in case of changes or any amendment to
the information supplied or declared to the Data Subject.

When a Data Subject objects or withholds consent, MGPT shall no longer process the Personal
Data, unless:

a. The processing of personal information is necessary and is related to the fulfillment of a contract
with the Data Subject or in order to take steps at the request of the Data Subject prior to entering
mnto a contract;

b. The processing is necessary for compliance with a legal obligation to which the personal
information controller 1s subject;

¢.  The processing 1s necessary to protect vitally important interests of the Data Subject, including
life and health; and

d. The processing is necessary in order to respond to national emergency, to comply with the
requirements of public order and safety, or to fulfill functions of public authority, which
necessarily includes the processing of Personal Data for the fulfillment of its mandate.

Right to Data Portability - The Data Subject shall have the right to obtain a copy of his/her data in an
electronic or structured format that 1s commonly used in a machine-readable format, and allows for
further use by the Data Subject. The exercise of this right shall primarily take mto account the right
of the Data Subject to have control over his/her Personal Data being processed based on consent or
contract, for commercial purpose, or through automated means.

DATA PROTECTION OFFICER

The Data Protection Officer oversees compliance with this policy, addresses data subject requests, and
handles data protection matters. He/she is responsible for monitoring such compliance and developing
appropriate security measures and mechanisms to protect personal/sensitive data.

The contact details of the Data Protection Officer will be provided to all Data Subjects. To exercise any of
the rights enumerated herein, please contact the school through our Data Privacy Officer:

Data Privacy Officer
Email No. : dataprivacy@mgplipa.org
Contact No: 043 702-9630; 0922 651-9175

REVIEW, UPDATE AND CHANGES TO THE POLICY

This policy shall take effect from July 1, 2025 until revoked by the designated authorities. Furthermore, the
policy shall be reviewed annually.



MGPT may need to modify and amend this policy from time to time to reflect the school’s current privacy
practices. The school will inform data subjects of any material modifications to this policy in the future by
posting changes on the school site and/or through sending the changes via email.

9. REFERENCES
Implementing Rules and Regulations of Republic Act No. 10173, or the “ Data Privacy Act of 2012.

Republic Act No. 10173 or the “Data Privacy Act of 2012”.



